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Abstract: Cyber-Physical Systems (CPS), a combination of 

embedded computing, communication networks, and physical 

processes, are increasingly reshaping clinical practice, 

pharmaceutical supply chains, and hospital infrastructure. This 

review covers key principles of Medical CPS design; major 

interoperability frameworks such as FHIR (Fast Healthcare 

Interoperability Resources), IEEE 11073, and DICOM; and 

critical cybersecurity risks that threaten patient safety and data 

integrity, including ransomware, man-in-the-middle, denial-of-

service, and data injection attacks. A review of the literature from 

2020 to the present (2025) shows that architectural fragmentation 

has continued, that there is a lack of harmonised security-by-

design standards, and that there is a lack of regulatory guidance 

on real-time MCPS deployments. Some promising mitigation 

strategies, such as blockchain-based trust frameworks, AI-

powered intrusion detection, and digital twin validation, are 

introduced. The paper's conclusion recommends a research 

agenda for interoperability protocols, context-aware security 

models, and international regulatory convergence as essential 

factors for implementing safe and scalable MCPS. 
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I. INTRODUCTION 

Cyber-physical systems are engineered systems with 

tightly coupled integration between computational elements 

such as sensors, actuators, and controllers and physical 

processes, via real-time communication networks. The 

convergence in healthcare has led to an emerging field called 

Medical Cyber-Physical Systems (MCPS) that includes 

medical devices such as wearable biosensors, implantable 

drug delivery units, surgical robots, intelligent infusion 

pumps, and smart hospital infrastructure [1, 2]. With the 

advent of the Internet of Medical Things (IoMT), which is 

expected to have over 30 billion connected devices by 2030, 

CPS is now the operational backbone of healthcare delivery 

today [3]. 

The clinical and economic potential of MCPS is 

tremendous. As of 2024, over 60 million patients in the USA 

alone have been utilizing remote patient monitoring (RPM) 

systems powered by IoMT, which allow for the ongoing 

monitoring of patients' vital signs, drug adherence, and 

disease progression without the need for hospitalization [4]. 

Closed-loop insulin delivery systems and AI-assisted 

anaesthesia management are new ways of pharmaceutical 

treatment, where the dosage of a drug is dynamically adjusted 

based on the physiological feedback [5]. Likewise, 

blockchain-based pharmaceutical supply chains are 

enhancing the integrity of the cold chain and drug traceability, 

which are major concerns regarding counterfeit drugs. 

Despite the progress made, there are three interrelated 

challenges to using MCPS. The first is that the diverse device 

ecosystems use different communication protocols and data 

models that make it difficult to realize seamless semantic 

interoperability [6, 7]. Second, the growing attack surface of 

network-connected medical devices has placed healthcare at 

the top of the list of targeted critical infrastructure sectors, as 

evidenced by 386 reported attacks in 2024 and an estimated 

100 million people impacted by the Change Healthcare 

ransomware attack alone [8]. Thirdly, regulations such as the 

US Food and Drug Administration (FDA) pre-market 

cybersecurity guidance and the European Medical Device 

Regulation (EU MDR) have not caught up with the rate of 

MCPS innovation, leaving compliance open to interpretation 

[9]. 

The goals of this review are to: (i) outline the major design 

architectures of healthcare CPS; (ii) map out existing 

interoperability standards and limitations; (iii) list the threats 

to healthcare CPS; and (iv) discuss new technological and 

regulatory mitigation strategies.   

The need for a common 

analytical framework to 

address design, 

interoperability, and 
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security in healthcare CPS is an urgent issue identified in 

several systematic reviews [10,11]. Figure 1 presents the 

Conceptual architecture of a Medical Cyber-Physical System 

(MCPS) 

 
[Fig.1: Conceptual Architecture of a Medical Cyber-

Physical System (MCPS) Showing the Layered 

Integration of Physical Sensing Devices, Edge 

Computing Nodes, Network Communication Protocols, 

Cloud Services, and Clinical Decision Support Systems] 

Sources: Adapted from Conceptual Models in the Literature 

[2, 12, 13]. 

II. DESIGN PRINCIPLES OF HEALTHCARE CYBER-

PHYSICAL SYSTEMS 

A. Architectural Layers 

In today's architecture of MCPS, they are considered as 

multi-layered systems [1, 2]. The perception layer comprises 

physical sensors such as accelerometers, a pulse oximeter, 

and implantable glucose monitors that convert physiological 

parameters into digital signals. Microcontrollers such as the 

ESP32 and Raspberry Pi can preprocess these signals at the 

edge, enabling local inference and minimising bandwidth 

usage and latency. A network layer that sends processed data 

to cloud platforms where longitudinal analytics, population 

health modelling and AI-assisted clinical decision support 

functions take place, increasingly facilitated by 5G network 

slicing. At the actuation layer, commands are sent back to the 

physical device to complete the cyber-physical feedback loop 

[12, 13]. 

Watson et al. [2] describe MCPS as a different type of IoT 

deployment, due to the life-critical nature of the actuation 

commands. A faulty command to an insulin pump or 

ventilator may harm the patient, with real-time performance, 

determinism, and fault tolerance requirements that cloud IoT 

frameworks generally cannot meet. 

B. Real-Time and Safety Constraints 

One crucial element of the design for MCPS is its real-time 

response. Different applications have different requirements 

for latency, such as cardiac defibrillators, which need 

response windows of less than 100 ms and continuous 

glucose monitoring systems, which can tolerate updates every 

few minutes [5,14]. To meet these widely varying latency 

demands, multi-access edge computing (MEC) architectures 

have been suggested to decentralize computation to the local 

base stations and to minimize the round-trip latency to the 

single-digit millisecond range [13]. 

Redundancy and graceful degradation are all part of safety-

critical design. Alzahrani et al. [14] showed how to use 

machine learning algorithms in wireless MCPS nodes to 

detect sensor failures and network anomalies in real time, 

without disrupting therapy, and automatically switch to 

backup communication channels. They also developed their 

Wireless Medical Cyber-Physical System (IWMCPS) 

framework, which successfully classified 98.3% of attacks on 

intrusion datasets, demonstrating the dual use of ML for both 

safety and security. 

C. Applications Across Healthcare Domains 

Table 1 provides an overview of the main application 

categories of healthcare CPS, the technologies within the 

category, selected clinical application examples, and 

references. Smart hospital infrastructure utilizes CPS sensor 

networks to track assets, monitor the environment, and 

predict maintenance needs, minimizing equipment downtime 

and enhancing infection control [15]. For cold chain 

compliance of temperature-sensitive drug products and 

biologics, pharmaceutical supply chains are increasingly 

implementing CPS-enabled RFID tagging and environmental 

sensing [16,17].  Table I shows the Application categories of 

Cyber-Physical Systems in healthcare. 

Table I: Application Categories of Cyber-Physical Systems in Healthcare 

CPS Category Key Technologies Clinical Application References 

Remote Patient Monitoring Wearable biosensors, IoT gateways, 5G Chronic disease management, cardiac monitoring [3, 12, 13] 

Smart Drug Delivery 
Closed-loop actuators, insulin pumps, infusion 

systems 
Diabetes, oncology, anaesthesia [5,14] 

Medical Imaging & Diagnostics AI-assisted MRI/CT, edge computing, DICOM Radiology, pathology, and real-time analysis [4,10] 

Surgical Robotics Haptic feedback, computer vision, real-time CPS Minimally invasive surgery, teleoperation [2, 18] 

Emergency & Critical Care 
Real-time sensor fusion, alert systems, and ICU 

networks 
Sepsis detection, ventilator management [15, 19] 

Pharmaceutical Supply Chain 
RFID, blockchain, temperature/humidity CPS 

sensors 
Drug traceability, cold-chain integrity [16,17] 

MCPS: Medical Cyber-Physical System; IoT: Internet of Things; RFID: Radio-Frequency Identification. 

III. INTEROPERABILITY CHALLENGES AND 

STANDARDS  

A. Dimensions of Interoperability 

The interoperability of healthcare CPS has four progressive 

dimensions: technical (physical connectivity), syntactic (data 

format standardisation), semantic (shared meaning of data 

elements), and organisational (cross-institutional governance 

and policy alignment) [19]. The challenge of achieving 

semantic interoperability, for example, where a blood 

pressure reading from a 

wearable device means the 

same when viewed by an 

intensive care unit system as 
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when viewed by a general practitioner's EHR, is the major 

unsolved problem [7, 20]. 

The current state of the art in semantic health data exchange 

is the Fast Healthcare Interoperability Resources (FHIR) 

standard, developed by HL7 International and now at Release 

5. The FHIR standard has become the preeminent standard 

for semantic exchange of health data, developed by HL7 

International and available in Release 5 [7, 21]. The authors 

of the systematic review [21] found FHIR's wide adoption in 

health research and Bossenko et al. [20] showed how to 

transform legacy HL7 Clinical Document Architecture (CDA) 

documents to and from FHIR resources in real time using the 

FHIR Mapping Language, supporting institutional transitions 

without data loss. However, FHIR was created with a focus 

on document-oriented data sharing, and does not natively 

support the high volume, low latency streaming that is 

essential for real-time MCPS [12]. 

 

 

B. Lightweight Protocols for IoMT 

Lightweight application-layer protocols have been widely 

used to overcome the drawbacks of heavyweight standards 

such as FHIR and DICOM in resource-constrained IoMT 

environments. Message Queuing Telemetry Transport 

(MQTT) is a TCP/IP-based, low-overhead publish-subscribe 

protocol, and Constrained Application Protocol (CoAP) is a 

protocol for sending data via UDP. Both of these can be used 

to communicate low-overhead data from biosensors to a 

cloud-based broker [12,13]. Falkenhein et al. presented an 

open-source development framework that was able to 
successfully acquire biomedical signals in sub-second order 

using an MQTT-Influx DB-Grafana stack, thus proving that 

FHIR-compliant real-time IoMT architectures can be 

implemented without proprietary middleware [12]. 

Table 2 provides a comparative description of the primary 

interoperability standards relevant to healthcare CPS, 

including their scope, their limitations when applied in MCPS 

environments, and key references. 

Table II: Interoperability Standards Relevant to Healthcare Cyber-Physical Systems 

Standard/Framework Scope Limitations in CPS Reference 

HL7 FHIR R4/R5 Clinical data exchange, EHR interoperability Limited real-time streaming; large payload overhead [7,21] 

IEEE 11073 (x73) Point-of-care device communication Scalability challenges in heterogeneous IoMT networks [6] 

DICOM Medical imaging data exchange High bandwidth demands; limited CPS edge support [4] 

MQTT/CoAP Lightweight M2M communication for IoT/IoMT Lacks semantic interoperability without middleware [12, 13] 

OpenEHR Archetype-based EHR modelling Complex implementation; sparse device-level support [20] 

IEC 62443 Industrial CPS cybersecurity framework Designed for ICS; partial healthcare applicability [9] 

FHIR: Fast Healthcare Interoperability Resources; DICOM: Digital Imaging and Communications in Medicine; MQTT: Message Queuing 
Telemetry Transport; CoAP:  

C. Semantic Gaps and Heterogeneity 

One major hindrance to MCPS interoperability is the 

coexistence of open standards and multiple disjoint device 

ontologies. However, Adel et al. found that most healthcare 

institutions with distributed MCPS architectures face 
semantic mismatches between the data streams generated by 

the devices and the EHR schema, requiring the development 

of custom-made middleware solutions that are complex and 

costly to implement, and therefore can be a target for attack 

[6]. The 34% of the 158 studies selected for the Internet of 

Medical Things scoping review by Botsis et al. used FHIR as 

the sole interoperability layer, while the remaining 66% used 

a proprietary API or a custom XML schema [19].  Figure 2. 

Comparative evaluation of interoperability standards for 

Medical CPS 

 
[Fig.2: Comparative Evaluation of Interoperability 

Standards for Medical CPS. Radar/Spider Chart 

Depicting Five Dimensions- Semantic Richness, Real-

Time Suitability, Security Provisions, Implementation 

Complexity, and Regulatory Acceptance, for HL7 FHIR, 

IEEE 11073, DICOM, MQTT/CoAP, and Open EHR. 

Higher Scores Indicate Greater Suitability for MCPS 

Deployment] 

Sources: Adapted from references [6, 7, 19]. 

IV. HEALTHCARE CPS - CYBERSECURITY 

CHALLENGES 

A. The Threat Landscape 

Healthcare has been the top target for critical infrastructure 

sectors for cyberattacks every year. There were 703 incidents 

of breaches involving 500 or more individuals in 2024, with 

the number of incidents in 2024 occurring at a lower level 

than in 2023, but at a much higher level than the number of 

people impacted by the incident [8]. The BlackCat/ALPHV 

ransomware group used a double extortion approach to infect 

an estimated 100 million patient records and wreak havoc on 

prescription drug processing, clinical authorisations and 

claims management in thousands of healthcare facilities in 

the United States [8, 22]. It was a reminder of the fragility of 

centralised health information intermediaries, as well as the 

domino effect of a single failure in networked MCPS systems. 

Ewoh and Vartiainen's systematic review of healthcare 

cyberattacks listed the main threat categories: ransomware 

(which accounted for the majority of attacks), phishing and 

social engineering, insider threats (which made up a large 

proportion of the credential harvesting attacks), man-in-the-

middle attacks targeting unencrypted device communication, 

and denial-of-service attacks targeting hospital network 

infrastructure [22]. The consequences of each of these threat 

vectors are different for the safety of MCPS: ransomware can 

break the feedback loop in closed-loop drug delivery; MitM 

attacks can lead to inaccuracies in   

sensor data; DoS attacks can   

cause delays in alarm 

escalation, particularly in 

ICUs. 

https://doi.org/10.54105/ijpmh.E1161.06050726
https://doi.org/10.54105/ijpmh.E1161.06050726
http://www.ijpmh.latticescipub.com/


 

Cyber-Physical Systems in Healthcare: Design, Interoperability and Security Challenges 

                                           4 

Published By: 

Lattice Science Publication (LSP) 

© Copyright: All rights reserved. 

 

Retrieval Number:100.1/ijpmh.E116106050726 

DOI: 10.54105/ijpmh.E1161.06050726 

Journal Website: www.ijpmh.latticescipub.com  

B. Attack Surfaces – Specific to MCPS 

Healthcare CPS has a significantly larger attack surface 

than conventional information systems. Javed et al. have 

identified three major attack surfaces: (i) wireless 

communication channels between wearable/implantable 

devices and gateways are subject to packet injection, 

blackhole, and greyhole attacks; (ii) cloud and edge 

computing platforms that store and process patient data; (iii) 

EHR and clinical decision support systems, which 

communicate with MCPS outputs [23]. The diversity of 

device firmware and the fact that many of them are running 

legacy OS not supported by patching makes them more 

vulnerable [10,18]. 

In a pharmaceutical MCPS application, a data injection 

attack is a potentially more insidious threat. A glucose 

reading falsification can lead to the administration of an 

incorrect and dangerous dose of insulin by a closed-loop 

insulin pump, and falsified temperature sensor data in the 

pharmaceutical cold chain can mask drug degradation. In the 

case of the ToN-IoT dataset, Alserhani was able to show that 

ML-CCPS could achieve a macro F1 score of 97.8% and an 

AUC of 99.1% even with noisy telemetry [24]. 

C. Regulatory and Compliance Dimensions 

The regulatory landscape for MCPS security is fragmented, 

with various jurisdictions controlling specific aspects. The 

FDA's 2023 guidance on Cybersecurity in Medical Devices 

requires reporting a Software Bill of Materials (SBOM) and 

Vulnerability Monitoring Plans for medical devices to be 

submitted before market and monitored after market, 

respectively [9]. The EU Medical Device Regulation (EU 

MDR) and the Medical Device Cybersecurity Guidance 

provided by ENISA define cybersecurity as one of the 

General Safety and Performance Requirements; however, the 

deadlines and enforcement aspects differ significantly from 

one Member State to another [9, 21]. Specific obligations for 

MCPS as part of drug manufacturing, clinical trials and 

supply chain management are placed on them for 

pharmaceutical applications by 21 CFR Part 11 requirements 

for electronic records and GxP data integrity guidelines [17]. 

Table 3 presents the principal cybersecurity threats to 

healthcare CPS and evidence-based mitigation strategies. 

 

Table III: Principal Cybersecurity Threats to Healthcare CPS and Evidence-Based Mitigation Strategies 

Threat Vector Attack Example Proposed Mitigation Reference 

Ransomware 
WannaCry (NHS 2017); Change Healthcare 2024 

(100M records) 
Offline backups, network segmentation, MFA [8, 22] 

Man-in-the-Middle (MitM) Intercepted insulin pump commands 
End-to-end TLS encryption, PKI certificate 

pinning 
[18, 25] 

Insider Threats Credential harvesting; unauthorised data access 
RBAC, user behaviour analytics (UBA), 

UEBA 
[22, 26] 

Routing/Blackhole Attacks Dropped packets in MCPS wireless networks 
Blockchain-enabled Gini index trust 

framework 
[23] 

Data Injection / Spoofing Falsified sensor readings alter clinical decisions ML anomaly detection, digital twin validation [11, 24] 

Denial of Service (DoS) Flooding hospital network nodes Edge computing load distribution, IDS/IPS [10, 27] 

MFA: Multi-Factor Authentication; RBAC: Role-Based Access Control; UEBA: User and Entity Behaviour Analytics; PKI: Public Key 
Infrastructure; IDS/IPS: Intrusion Detection/Prevention System. 

V. EMERGING MITIGATION STRATEGIES 

A. Blockchain-Enabled Security Frameworks 

To tackle the aforementioned issues of trust, integrity, and 

auditability in HCP, blockchain technology has come up as a 

viable architectural solution. The decentralisation, 

immutability and cryptographic transparency are intrinsic 

features that overcome the drawbacks of centralised health 

data storage, as they create a single point of failure [16, 25]. 

To safeguard EHRs from cyberattacks, Kumar et al. 

introduced a decentralised blockchain architecture that 

includes elliptic curve cryptography and biometric 

authentication for improved data confidentiality and access 

control, as compared to PKI-only baselines [25]. In the 

pharmaceutical supply chain, MCPS, blockchain platforms 

are being used to allow for the inclusion of sensor-derived 

information for tracking the cold chain, with the inclusion of 

immutable, distributed ledger entries [16, 17] to record the 

provenance of high-value biologics with tamper-evident 

records. 

Javed et al. adopted a blockchain approach to the network 

layer of smart healthcare CPS by designing a blockchain-

based trust framework on the Gini index, which claimed to 

achieve 95.4% detection accuracy with minimal false positive 

probability for blackhole and greyhole attack nodes in 

wireless sensor networks [23]. Consortium blockchain 

architectures, which rely on trust among a specific group of 

healthcare organizations, have been suggested to provide a 

compromise between transparency and confidentiality of 

patient data [9]. 

B. Artificial Intelligence and Machine Learning for 

Intrusion Detection 

The volume and type of data generated by the MCPS 

networks make it impossible for a rule-based IDS to detect 

intrusions effectively. Anomaly detection models based on 

AI identification of abnormal network flow and the behaviour 

of devices provide adaptive and scalable options [11, 24]. To 

deploy the system to hardware with low computational power, 

Kumaar et al. successfully implemented a hybrid deep 

learning IDS framework named ImmuneNet that achieved 

99.19% accuracy for the CIC Bell DNS 2021 dataset, with 

less than one million parameters, outperforming ensemble 

baseline models [11]. Alserhani's ML-CCPS includes a 

cognitive loop with feedback, which continuously re-trains 

the classification models by incorporating residual 

behavioural trends that adapt to   

novel attack signatures 

without manual signature 

updates [24]. 
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[Fig.3. Proposed Integrated Security and 

Interoperability Framework for Healthcare CPS. The 

Diagram Illustrates a Four-Layer Reference Model: (1) a 

Physical Device Layer with Encrypted Sensor Nodes; (2) 

an Edge Computing Layer Incorporating AI-Based 

Intrusion Detection; (3) a Blockchain-Secured Network 

and data Exchange Layer Supporting FHIR R5 and 

MQTT; and (4) a cloud Analytics and Clinical Decision 

Layer with RBAC and UEBA Governance] 

Sources: Adapted from References [23, 24, 25, 27]. 

C. Digital Twins and Federated Learning 

Using digital twin technology, which involves creating a 

real-time virtual replica of physical MCPS components, 

enables proactive security validation without impacting live 

clinical systems. Security teams can use the digital twin to 

simulate attacks on the infusion pump network and identify 

vulnerabilities in firmware logic and communication 

protocols before they are exploited. To improve the 

generalisation of the detection model without compromising 

patient privacy, federated learning (FL) frameworks have 

been proposed to allow training collaborative AI models in 

the distributed CPS environments found in hospitals [14]. 

VI. DISCUSSION 

The review has uncovered a recurring theme in the 

development of healthcare CPS: the need for clinical 

functionality and connectivity, interoperability across diverse 

device ecosystems, and robust cybersecurity in life-critical 

environments. All three are not mutually exclusive; they must 

all be satisfied, which means doing security by design rather 

than patching in place. 

HL7 v2, DICOM, and proprietary device protocols 

demonstrate how healthcare IT has been built over 40 years 

with a focus on incremental investments and without a plan 

for a CPS paradigm. The move towards a unified semantics 

will require harmonised reference architectures (analogous to 

the EU's European Interoperability Framework) and 

regulatory obligations specifying minimum interoperability 

profiles for new devices entering the MCPS market [19, 20, 

21]. 

The industry's continued cybersecurity under-investment, 

with an estimated 6% of IT spend dedicated to cybersecurity 

versus 15% for financial services, makes the healthcare sector 

structurally vulnerable from the security point of view [22]. 

This lack of investment is now evident in patient safety 

incidents, including documented clinical deterioration at 

Ascension hospitals following a 2024 ransomware attack on 

the company that crippled clinical information systems. One 

route to adequate resourcing is regulatory frameworks that 

correlate cybersecurity maturity levels with reimbursement 

and/or access to the market, based on models such as IEC 

62443 and the NIST Cybersecurity Framework [9]. 

In the field of pharmaceutical Science, MCPS will create 

opportunities and pose regulatory challenges. Closed-loop 

systems for drug delivery in oncology, metabolic disorders, 

and pain management have the potential to deliver precise 

doses that cannot be derived from conventional 

pharmacokinetic models. But, when combined with software-

mediated dosing algorithms and physical drug delivery 

actuators, software failure can have direct toxicological 

implications that the existing software frameworks do not 

fully address [5, 14, 17]. 

VII. CONCLUSION 

The operational limits of healthcare and pharmaceuticals 

are shifting with the advent of cyber-physical systems, which 

enable closed-loop drug delivery, real-time remote 

monitoring, smart hospital infrastructure, and blockchain-

secured supply chains. As shown in this review, architectural 

fragmentation (to ensure interoperability), a growing and 

complex cybersecurity threat environment, and regulatory 

frameworks that do not keep up with technology are three 

interconnected challenges that continue to limit the full 

clinical and economic impact of MCPS. 

New solutions, such as AI-powered intrusion detection 

systems with over 97% accuracy, blockchain-backed trust 
frameworks for network and data security, federated learning 

for privacy-preserving model development, and digital twin 

security validation, offer a viable path to secure, interoperable 

MCPS. To make this roadmap a reality, coordinated efforts 

are needed by device manufacturers, the healthcare sector, 

standards organisations, and regulators to create consistent 

interoperability profiles, security-by-design requirements, 

and harmonised post-market cybersecurity surveillance 

guidelines across the countries where devices will be 

deployed. Future studies should focus on longitudinal clinical 

studies of MCPS security frameworks in real hospital 
environments, regulatory science to facilitate adaptive 

approval pathways for AI-based closed-loop medical devices, 

and health-economic modelling of the return on investment 

of cybersecurity investments in MCPS-dependent care 

settings. 
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